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Goals

This course is designed to provide students with basic understanding of security of information

systems. As the IT industry permeates more aspects and areas of our lives, understanding how

information security works and how to deal with incidents are nice-to-have skills for students aiming

at working in a global and interconnected society.
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Course Overview

The course starts by laying down the ground on basic security principles and information
management. Students will have to grasp basic, but unknown, concepts in order to assure they can
understand the content of the course. The second part of the course deals with security breaches and
the many ways it can happen (6, 7, 8), followed by ways to deal with problems (9, 10, 11, 12).
Finally, the course will cover ways to improve information security (13), and students will have a
chance to demonstrate their understanding of the course topics by presenting about one study case

of their choice (14, 15).
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Objectives
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Acquire the academic cogitative skills necessary to conduct specialized research from the
perspective of international communication, understand and logically as well as critically
analyze issues and topics of the international community, and has the ability to make
proposals and take action to solve these issues.
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Acquire the motivation, interest and attitude to constantly improve objective thinking skills
and advanced reasoning and decision-making skills required in glocal negotiation settings.
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Acquire the ability to conduct interdisciplinary research on a range of issues that exist in
the modern global society.
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Are able to give presentations and has communication skills in English.
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Course Schedule

1) Information Security Principles: Explanation of the course and basic concepts

2) Information Risk: How to identify and mitigate risks

3) Information Security Framework: The basic framework for Information Security

4) Personal Security: Is your data safe? Explore well known issues and evaluate one own’s
security

5) Security Life Cycles: Understand the security lifecycle and what to do in each iteration

6) Environment Security: Workplace and home data and network security

7) Technical Security Control: Software and hardware control

8) Other Security Controls: Other ideas and implementations

9) Handling Security Breaches: What to do when a security breach happens?

10) Disaster Recovery: Different methods to address problems

11) Business Continuity Management: Approaches and techniques

12) Other Security Aspects: What other aspects should be considered when thinking about
security?

13) Improving Cybersecurity: How to improve security without overheads

14) Course review

15) Student presentations on Study-cases
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Assessment The evaluation method is based on the evaluation of the students' level of understanding through

Criteria discussions between the students and the instructor. Grading criteria will be in accordance with the
Graduate School Regulations.

ISP AR

122N\ T

Preparation and
Revision

outside Class

T XA R
Textbooks

WERFE AT
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